be3oIrracHble ITOKYIIKM B MHTEpHeTe

OHNaWH-WOoNNUHr BbICTPEE W ya0bHee, YEM TPAAWUUMWOHHLIE NOX0AbI Mo MarasMHam. Ho v puckos Gonblue: WwaHc
BCTPETHMTE KWOEpPNPEeCcTYNHWKOE B Paskl BeILLE, YEM peasibHbIX rpabutenen. [lenMmca coBeTamMM, KaK CAENATE MOKYNKH B
CETU MaKCUMMAJIbHO Be30NacHbIMK.

Yawe scero MolleHHWYeCKWe onepaymMm ¢ BaHKOBCKMMM KapTaMu NMpOMCXO4AT MMEHHO B MHTepHeTe. W ¢ KamabkiM rogom
¢ HMHaAHCOBLIE NOTEpK Noaen pacTyT. Hanpumep, B 2018 roay MOLWEHHWKM yKpanw ¢ KapT B 1,5 pasa Gonblle OEHET, YEM B
2017.




[ne noacTeperaeT onacHoOCTb?

PWcK BO3HMKaET BO BpeEMA NOKYMNOK Ha canTax U B NPUAOHKEHUAX, NCMNOJSIb30BaHWA I/IEKTPOHHBIX KOLWEJ/IbKOB, MOBUNBHOro

n MHTepHeT-6€IHKVIHra.

lnaBHOe opyrkue KnbepnpecTynHUKOB — GULLKHT. [pyruMu cnoBamMu — Bbly>KUBaHME KOHOUAEHLUMANbHBIX AaHHbIX:
napoaen, PEKBM3IUTOB KapThl MU CHETA ANA KPaXkM AEHEr C KapTbl MM U3 MHTEPHET-KOLLENbKA.

Bopebl urpatT Ha ncuxonoruu: pacceinatoT CMC, aneKTpoHHbIe NUCbMa U CoobLLEeHMa B YaTax c npocbboit, HanpuMmep,
«NOATBEPAMUTDL AKKAYHT» UM «BOCCTAaHOBUTL AOCTYN K BaHKOBCKOMY CYETY».

CoobuieHuns cogeprkaT CCbI/IKY Ha crneumanbHblid GULLIMHIOBLIMA CAUT — CanT-ABOWMHUK BaHKa, rocopraHa uau aApyrom
opranusaumu. Ecnm Bbl He 3aMeTU/IM NoAMeEHbI, TO NOC/1e BBOAA CBOEro JIOrMHa, naponsa nHTepHeT-DaHKa nam peKBUsnToB

KapTbl Cpa3y NepeBeaeTe AEHbIMM MOLLEHHUKAM.



dunaucoras
KYNBETypa

Kak 3awmtuThCca oT GULLIMHIa 1 Apyrmx BMa0B
KnbepmoLleHHn4yecTBa?

1. None3yHTeck TOABKO JIMYHBIMH YCTPOUCTBAMM

IenanTe NOKYNKK, 3aX0QMTe B CBOW MHTEpHeT-0aHK AWM MOBWNBEHBLIAM BaHK TONBKD C NIMYHOMD KOMMNLHITEPA,
NAAHWETa U cMapTdora. O6a3aTenbHO CTABETE Ha HUX Naponk.

Ecnn Bbl noTepaeTe TenedoH UM NAAHLLET, K KOTOPLIM
nogknoyeHo CMC-uHdpopmMupoBaHue MY MOBUIbHBIN BaHK,
CPOYHO NO3BOHUTE B BaHK M OTKJIIOYMUTE OT YTEPAHHOIro HoMepa

BCE YCJYTWU.

2. 3aWMTUTECE OT EUPYCOB

QbazaTeneHO NOCTABETE AHTUBMPYC Ha BCEX CBOMX YCTPOMCTEAX, BKIOYaA MOBWABHEIE, M perynapHo obHoBnanTe
WX. XOPOLIWIA aHTMBMPYCHBIA NaKeT BCErAA BKOYAET 3alUMTY OT GULLMHIA U BMPYCHBIX MPOrpamMm.



duHaHCOBadA
KYNBTYpa

3. BoibupaiiTe Ge3onacHbIe CanThl

Hukoraa He nepexoauTe No ccelakam u3 nucem m CMC oT HEW3BBCTHRIX oTnpaeuTenei. Jaxe ecnu coobllugHne
NPWLLIO OT 3HAKOMOMD BaMm YeNOBEKA WM OPraHM3aLnK, He CNewnTe OTKPbIBaTh MX. BO3MO»HO, Y MOLUEHHWKOB
NOABMICA AOCTYN K MX aKKayHTaM M OHW XOTAT NOAYYMTE AOCTYMN W K BALLWM JaHHbIM.

HabupainTe uHTEpHEeT-agpec DaHKa BpyYHYIO, a elle NyYLle - COXPaHanTe B 3aKNafKax aapeca Balvx BaHKoE,

rOCOPraHoE W APYrMX OpraHu3aLuii.

Bcerna npoeepainTe agpecHyd CTpoky Bpay3epa. MiHoraa MoxHO NoNacTe HA GUILMHIOBRIM CAWT NpK Nepexoae C
OQHOW CTPaHWLbI M3BECTHOMNO BaM NOpPTana Ha ApYrylo.

NenaiiTe NOKYNKKM TONBKO Ha CalTax, KOTopkle obecnedmBaloT 6e3onacHoe coefiMHeHWe. Alpec Takoro pecypca
HauMHaeTca ¢ hitps:/. B agpecHoli CTPOKe eCTh 3HaYOK B BME 3aKPbITOrO 3aMKa.

Ewe nyywe - npoeepaTe cepTudmMKaT BesonacHocTH caiTa. [0 3Toro HaXMKWTE Ha 3HAYOK 3aMKa U B
OTKPbIBLIEMCS OKHe BbibepuTe «[lpocMoTp cepTudmnKaToBr. YOeauTeck, YTo CEPTUGWKAT BblAaH MMEHHO TOMY
CanTy, Ha KOTOPOM Ebl HAXOAWTECH, M CPOK €ro AeWCTBMA ELLE HE 3aKOHYMICH.

BeiBWpaiTe M3BECTHLIE MHTEPHET-Mara3nHbl U CEPBUCEIL. M3y4MTe OT3bIBbI O HUX OT APYTUX NOb30BaTENEN.
Jlyyile BCEro NOCMOTPETh OT3bIBRI HA HECKO/TBKMX HE3ABMCUMBIX CalTax. [loBbpoCcoBeCTHbIM NpoAaBeL, ECeraa
AaeT NonHyo nHdopmaumio o cebe: TenedoH, agpec U NPOYME KOHTAKTHLIE AaHHBIE.

4. MUcnonb3yiTe cMcTeMy 6E30NaCcHbIX MIATEXKEN

Koraa nepexoauTe Ha CTPaHWULY ONAaTkl, MUWKMTE AoOroTynel nporpamm MasterCard SecureCode, Visa Secure u Mir
Accept. 2TV nporpamMmel ¢ NOMOoLLbD TexHonorMM 30D-5ecure AONONHWTENMBHO 3aLLMLLANIT BAaC BO BPEMA NMOKYTOK B
MHTEPHETE.

Ecnauv oHNanH-MarasuH Noaaep»MBaeT 3Ty TEXHONOMMIO, NOCNE BEOAA PEKBU3IMTOE KApTkl OH NEPEHANPAaBUT Bac Ha
He30NacHy0 MHTEPHET-CTPaHuLUY BaHka. [Lna NoaTEEp»aeHuA NokynKkKM Bank otnpaeut CMC c ogHOpPa30BELIM
NaposieM Ha HoMep MoBWUABHOMD TenedoHa, NPUEAIAHHBIA K KapTe uaM c4eTy. HukomMy He coobuiaiiTe 3ToT Kog -
NPOCTO BBEAMTE €ro B CNeLWasibkHOE NoJE Ha CTPaHWLE ONAaThl.



duuancorasn
KyNbTypa

5. 3aBeguTe OTOENEHYIO KApTy 414 NOKYNOK B MHTEPHETE

Ecnv Bbl YacTo genaeTe NOKYMKM MK OMNJIaYMBaeTe YCAYrv B MHTEPHETE, HanpuMep TenedoHHY CBA3b MK
WTpadel, Ge3zonacHee UCMONL30BATE AN ITOM0 OTAENEHYH KapTy. BHOCUMTE Ha HEE NMULWE TY CYMMY, KOTOPYIO
coBMpaeTeCck NOTPaTUTL, M YCTAHOBWTE JIMMUT MO KOMWMYECTBY ONepauMi B cyTKW. HekoTopele BaHKKW NO3B0NAI0T
C034aTb BUPTYa/ibHbIE KapTbl, KOTOPbLIE AENCTBMTENbHBI TOBKO A8 OQHOW OHNANH-NOKYMKK.

6. HUKOMY He cooblainTe NnepcoHansHY MHOopMaL UKo

l"|EILI_I|'E BCErg b Kpaxe CpeacTe CO CHETA EMHOEBEA TRl BOBCE HE BaHKK, NNaTexHble CUCTEMb! MKW OHNAWH-Mara3uHel, a
CaMK JOBEPYMERIE NOMB30OBEATENM.

MOLLEHHWKW 3HAKOT MHOMECTBO Y/IOBOK, YTODLI BTEPETLCA K BaM B AoBepue. M Balla 3aaa4va Ha 3TW YIOBKK He
nonacTeca. HUKorga He coobulanTe NOCTOPOHHMM AaHHBIE CEOSH KapThl, NEPCOHabHBIE AaHHBIE M Koabl u3 CMC.

Hukomy He ropopuTe Baw NWH-koa v Kog NnpoBepkM NogAMHHOCTKH KapTel (CVYV2/CVC2/TINK2) - nochegHue Tpu
U pel Ha ee obopoTHOW cTopoHe. [laxe coTpyaHuKKM BaHKa He Bnpaee TpeboBaTe OT BaC 3TW faHHbIe. Ecnu KTOo-
NKUBO NbITAETCA UX Y3HATL, OyALTE YBEPEHbI — 3TO MOLLUEHHMK.

Tex e NpasuA cneayeT NPUAEPHKUEATECA W NPW NONB30BAHMK MHTEPHET-KOLLETEKOM: HAKOrAA U HUKOMY He
Cco0BUaiTe NOrTMH M Napob OT CBOEND akKayHTa.
7. Mogknounte CMC-onosewexnna o6 onepauMax no Kapte

B 3ToM cnyyae Bl Cpa3y e YIHAETE O NMATEME, KOTOPOro Bkl HE COBEPLLUANM, M CMOXKETE DLICTPO OTPearMpoBaTh:
3a010KWMPOBaTh KApTy WM ONPOTECTOBAThL ONEepaLMio.



Y10 AenaTb, ecam AeHbrn BCce-Takm ykpaam?

X

KAPTA
JABNOKHPOBANA

3abnoKupyiTe KapTy

Ecnv € KapTel cnMcani AeHbri 6e3 Ballero BeAoMa, MO3BOHUTE B BaHK U 3aBNOKUPYITE KapTy.

Homep ropa4yen nmHum baHkKa yKasaH Ha 060pOTHOM CTOPOHE KapThbl.
3anuwmTe 3ToT TenedoH U XpaHUTE B OTAENIbHOM KapMaHe - Ha
cny4au, ecnm yKpagyT tenedoH Ui KoLlenek.

Tak e HYHHO NOCTYNWTE, ECAKW BBl NOTEPAMM KapTY MKW Jaxe NPpOCTO NoO4o3peBaeTe, 4TO €€ JaHHbIE CTa MK M3BECTHEI
NOCTOPOHHKMM N0 AM.



duHaHCOBadA
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OnpoTecTyHTe onepauumo

B TOT »Ke AeHb, KOroa Bkl NOAYYWIM YEEAOMAEHWE O HE3AKOHHOW onepaumnu (MakcMMyM - Ha CREeayHLLWIA),
obpaTuTeck B oTAeneHue HaHka. 3anpoCcUTe BhIMMCKY MO CYETY W HAaMWLLMTE 3aABJAEHWE O HECOMNACcHK C ONepaLren,
KOTOPYH HE COBEPLUANW. DKIEeMMNNAP 3aAB/EHWA C OTMETKOM BaHKa, YTO OHO NPUHATO, OCTaBkTe ¥ ceba.

Ecnu DaHK AoKarKeT, YTO Bbl HAPYLUMAW NPABKa UCNOSMb30BAHWA KAPThl, TO BEPHYTh AEHLIM HE NOAYYMTCA. Hanpumep,
KOrAa Bbl CAMW COOBLLWMAKW KOMY-TO PEKBW3WTEI CBOEKW KapTkl, BEPUPHKALMOHHEIM HOMED € ee 0B0POTHOMW CTOPOHLI
v MNMH-koa,

Cny4yau Bo3BpaTa AEeHer, Korga OHU YLUJIM C KapTbl 6e3 Bawero
BeaoMa, perynupyeTt PepepanbHbiv 3aKoH «O HaLWMOHANLHON
NNATEXHOW CUCTEMEY,

Ho 3TOT 3aK0oH HE NOMOMXET B C/1y4Yae npobiem C 3NeKTPOHHBIM KOLLEABKOM, 0BE3NMYEHHBIMWA NPEea0nIaYeHHbIMK
KapTaMn U APYTMMWA HENEPCOHUDULIMPOBAHHBIMWA MAATEMHbLIMKA CPEACTBAMM.

ObpaTuTech B NOJMLMIO

PaccnenoBaHWeM NPECTYNAEHWIA B MHTEPHETE 3aHMMaeTcA Biopo cneurantHebix TEXHUYECKWK MeponpuaTid (BCTM)
MB/ Poccun. MNogaiTte 3aaeneHue B TeppuTopuansHoe yupexaeHe BCTM. MoxHO NpoCcTo HAaNMCaTk 3aABNEHUE B
OTAeNeHWe NOAULKMK N0 MECTY UTEeNbCTBA. Hem BbICTpee Bbl 3TO caenaeTe, Tem DoMbLUE WAHCOB HAWTH
NPECTYNHUKOE M BEPHYTh AEHBIMM.




